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HTTP Overview  



 

 

 

 

 

 

HTTP Request 

http://web-sniffer.net/ 
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HTTP Response 



HTTP Verbs 

• GET 

• POST 

• PUT* 

• DELETE*    *less common 

 

 

 



Which Type of Request? 

• Add a book to the collection 

• View a list of books 

• Check the price of the book with the 

ID 1 

• Remove the book with the ID 1 

• Change the price of all books published 

before 1960 



GET Request (Example) 

 
 

 



GET Request (Example) 

 
 

 
Query string: 

?safe=active&hl=en 

&q=penguins 



POST Request (Example) 

 
 

 



POST Request (Example) 

 
 

 

<form name="myForm" action="result.php" 
method="post"> 
Posting Title: <input type="text" 
name=“title"> 
<input type="submit" value="Submit"> 
</form> 



cURL 

 
 

 

• GET   

$ curl http://www.myurl.com 

 



cURL 

 
 

 

• POST   

$ curl --data "key1=val1&key2=val2" 
http://myurl.com 

 



Synchronous 

Source: http://courses.cs.washington.edu/courses/cse190m/ 
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Synchronous 



Asynchronous 

Source: http://courses.cs.washington.edu/courses/cse190m/ 
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Asynchronous 



AJAX 

• Asynchronous 

• JavaScript 

• And 

• XML 

 

 

 

(or HTML, JSON, etc.) 



AJAX 

• Not a programming language 

• A particular way of using JavaScript 

• The client (web browser) downloads 

data in the background and dynamically 

updates the page 

• Avoids the click-wait-refresh cycle 

 



Web Applications 



Web Applications 



XMLHttpRequest 

• JavaScript object for performing AJAX 

requests 

• Problem: Cross-browsing compatibility 

annoyances 

• Problem: Ugly syntax 



XMLHttpRequest 

var xhr = new XMLHttpRequest();  

xhr.onreadystatechange = function() { 
 if (xhr.readyState == 4) {   
  alert(xhr.responseText);  

 }  

}  

xhr.open('GET', 'http://example.com', 
true);  

xhr.send(null); 

 



jQuery + AJAX  

• jQuery to the rescue! 

 

$.get('http://example.com', 
function(responseText) { 
 alert(responseText); 

 }); 

 

 



jQuery AJAX Request 

 
 

 

1. user clicks, invoking an event handler function 

in your code 

2. the handler creates an AJAX request 

(XMLHttpRequest) 

3. the browser sends the request to the server 

4. when the server responds, jQuery fires 

another event (callback) 

5. The callback function updates the page 

 

 



jQuery AJAX Request 

 
 

 

<div> 

  <div id='output'></div> 

  <button id='loadButton'>Load</button> 

</div> 



jQuery AJAX Request 

 
 

 

$('#loadButton').click(function() { 

 $.get('http://myurl.com',   
  function(data) { 

  $('#output').text(data); 

 }); 

}); 



Example 1 

 
 

 



jQuery AJAX Variations 

 
 

 

• Default:        $.ajax() 

• Shorthand:   $.get() 

   $.post()       

   $.getJSON() 

   $.load() 

http://api.jquery.com/category/ajax/shorth

and-methods/ 
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jQuery AJAX Variations 

 
 

 

 

 

 

 

$.ajax({ 
  url: 'http://mywebsite.com/search', 
  type: 'GET', 
  data: {'q': 'penguins'}, 
  dataType: 'json', 
  success: function(data) { 
   //do something with data 
  } 
 }); 

 

 
 



Example 2 

 
 

 



XSS (Cross-Site Scripting) 

 

 
 

 

 

 

 

 

• In general, browsers must adhere to the 

same origin policy  

• AJAX requests to a server must come 

from the same place – the domain, 

protocol, and port must match 

• If they do not, your AJAX request will fail 

with an error. 
 



Why? 

 
 

 

 

 

 

 



Workarounds 

 
 

 

 

 

 

 

• JSONP 

• Cross-Origin Resource Sharing (CORS) 

• Proxy Server 
 



JSONP 

 
 

 

 

 

 

 

• Requires explicit server support 

• Kind of hacky – dynamically generates a 

<script> tag that loads JavaScript 

from a remote server 

• The remote server’s code in turn calls a 

function in your code (the “callback” 

function) 
 

 



CORS 

 
 

 

 

 

 

 

• Requires explicit server support 

• Server-side code can set the Access-

Control-Allow-Origin header to explicitly 

allow a cross-domain request 

• Either return the name of the server if it 

is approved, or “*” for all domains (only 

use with public resources) 

• Does not work in IE  
 



Proxy Server 

 
 

 

 

 

 

 

• Does not require any special behavior 

from the remote server  

• AJAX requests are made to the same 

origin web server 

• The server-side code communicates to 

the remote server on behalf of the client, 

then returns the requested data 
 

 



AJAX Request (Client Only) 

 
 

 

 

 

 

 

DATA PLZ 

LOL NOPE 

www.mysite.com www.twitter.com 



AJAX Request (Via Proxy) 

 
 

 

 

 

 

 

DATA PLZ 

HERE YOU GO! 

OK! 
DATA  

PLZ 

www.mysite.com 

www.mysite.com 



So. Much. Data. 

 
 

 

 

 

 

 

 

Source: http://www.ischool.berkeley.edu/ 
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APIs 

 
 

 

• A way for your code to interact with other 

software/systems 

• Web API: An intentionally arranged 

collection of web resources and the 

interactions they support 

• Accessed through HTTP requests 
 

 



APIs 

 
 

 

• Basically, an API (and its documentation) 

defines for developers: 

• What resources are available? 

• What properties do those resources 

have? 

• How do I access them? 

• How do I create my own? 



Last.fm API 

 
 

 



album.getInfo 

 
 

 



album.addTags 

 
 

 



Delicious API 

https://delicious.com/developers 

https://delicious.com/developers


Flickr Gallery 

https://github.com/krushton/iolab-

lecture6 
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