Homework.  #3.  To be done individually.

IS 250.  Data Comm.

Due March 1.

You should surf Web and also consult textbook(s) to answer these.

1.   What is a firewall?    Give 2 example vendors and some sample prices (assume you are a small business).   Can a firewall also function as a router?   Does it also have to function as a router?     Outline its logic for outgoing traffic (from Intranet to Internet) and inbound (vice versa).   Can you block entire protocols?  (such as UDP)?   When would you want to?   Can you block certain domains (e.g. www.acme.com)?  When would you want to?   Bonus question:  describe a double firewall (also known as DMZ, or bastion host) architecture.  When would you want that? You might need to call up the vendors to answer some of these.

2.  Answer the same kinds of questions for a Web Proxy.   How does it work?  Sample vendors, and price points?   Why would you want one?    Can the proxy also be the firewall?   You might need to call up the vendors to answer some of these.

3. List all the Environment Variables that the HTTP Protocol makes available to application layer programs.   Highlight what you think might be the most useful ones for demographic analysis (that is, analysis of who is using the web server).

