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IPSec in ESP Tunnel Mode
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IPSec mitigates:
» Wiretapping
 Network analysis
» Replay
e Address Spoofing
by providing at layer 3:
= Authentication

e Encryption

TCP Header + payload,.”
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http://www.unixwiz.net/techtips/iguide-ipsec.html
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