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Comments on Written Assignment #1

.

On the whole, most of you did quite a nice job with a difficult and unfamiliar kind of analysis.  In spite of the limitations of only three data points and only one paragraph in which to propose solutions, many papers managed to make cogent arguments and offer provocative ideas.
For some of you, both the analysis and the writing proved difficult.  Indeed, it will always be hard to demonstrate skills in the former without first being able to communicate your thoughts using the latter.  A grade below a B is intended as a wake-up call that your paper did not meet my expectations for graduate students in this program.  If you aren’t sure how to remedy the problem, please see me.
General Comments

1. Look and Feel.  As your second grade teacher must have told you, neatness counts!  Some of you need to change your toner cartridges, as your papers were so light as to be barely readable.  Also, when handing in a paper that you want to be read carefully and taken seriously, you must double-space and leave ample margins (on the left AND on the right), and use a font that can be read by a human being--at least 12 point.  It is very difficult for an employer—or an instructor—not to notice a slapdash approach to user interface, regardless of how solid the underlying content may be.  An unattractive paper suggests, whether rightly or wrongly, that you don’t especially care what the reader thinks.  Not a good idea, and not something graduate students should need to be told, especially those studying information management.
2. Proofreading.  Spell-checking and grammar-checking are necessary but not sufficient.  They do not ensure that you used the right word or that your sentences make sense, only that you spelled the words you did use correctly.  Even then, Bill Gates is not perfect.  There were a surprising number of incomplete sentences, misused punctuation, verb/subject disagreements, and so on.  Beyond spell-check, you need to proofread the paper after you print it out.  
Better still, read your paper out loud, as often doing so will make it clear when a sentence is wrong or makes no sense.  Save enough time so that when you think you are finished, you can still read the entire paper out loud (preferably to a real audience) and then rewrite it one last time.  This is perhaps the one tip that will most improve your writing skills.
Most of you could also benefit from a review of the correct use of the semi-colon, the comma, the colon and quotation marks.  In general, those who used semi-colons and colons misused them.  Better to avoid them altogether, at least until you’re more comfortable being a writer—these (along with the dash I just used) are advanced tools, more useful in establishing style than getting a point across in a simple and clear manner.  Ditto for parenthetical asides (like this one).
A common error involves the sequence of punctuation.  When a quotation or quoted expression ends with punctuation, the end quote mark goes after the punctuation mark (question mark and exclamation mark excluded):

This is typically referred to as “spam.” (correct)

This is typically referred to as “spam”.  (incorrect)

With “spam,” the user receives email from someone he or she doesn’t know. (correct)

With “spam”, the user receives email from someone he or she doesn’t know.  (incorrect)

I hate “spam”! (correct)

What do we mean by “spam”? (correct)

As John Lennon said, “It’s all relative.”

If you aren’t sure when to use a comma (many of you err on the side of overuse), find a good grammar handbook and read through it.  No time like the present.

My editing uses standard proofreader marks.  If you aren’t sure what these are, go to http://www.m-w.com/mw/table/proofrea.htm
3. Footnotes.  The most frequent errors came in the use of footnotes and endnotes, both in form and substance.  So let’s start from scratch.
The purpose of notes is to communicate to the reader the authoritative source for which a fact has been stated in the text.  You have some leeway as to when to use a note (not every “fact” needs a citation), but most of you erred on the side of too few citations.  If you are using a quotation of any kind, however, you must give a note.


What goes in the note?  Enough for the reader to verify the citation, if necessary, by retrieving a copy of the work being cited.  That means, at a minimum, that a note must include the author of the work being cited, the title of the work, its publisher or publication (book vs. article), the date of publication and the page number(s).

Why is all this information necessary?  Because not all sources are equally authoritative.  Often, the information in the note (assuming it’s accurate) will communicate enough about the credibility of the citation to satisfy the reader without her needing to read the entire work or even the referenced section.  Articles in scholarly journals are assumed to have been carefully reviewed by the publisher, for example.  Some authors are recognized experts in their fields.  

Here is a headline I hope I do not have to repeat:  A URL is not a footnote.  It can be very helpful to the reader who wants to verify a citation or read more from it if the source is on-line and you provide them the address, but just giving the address is not sufficient for the reasons given above.  A URL tells the reader nothing about the credibility of the source unless she goes herself to check it—who wrote this, where, when, etc.?  Providing that information is your job as the author.
Moreover, since the Web is an unhosted information source, it is always better to give a printed citation even if both a published and on-line version of the reference exists.  A reference that is only found on-line is at the very least of suspect quality as a source.

So, if you are citing an article that appears in The New York Times, you must start with the printed citation, even if you only read it on-line.  Here’s what it looks like:

John Schwartz, “Some Sympathy for Paris Hilton,” The New York Times, February 27th, 2005, C1 (available at http://www.nytimes.com/2005/02/27/weekinreview/27paris.html?)

For on-line only publications, you must still provide all the identifying information:

Declan McCullagh, “Court:  Wife Broke Law with Spyware,” CNET News.Com, February 15th, 2005 (available at http://news.com.com/2100-1030_3-5577979.html)

Some sources are inherently not credible and should not be cited as authority for any fact.  Blogs (unless of known experts), unmoderated discussion groups, chatrooms, websites of an unknown individual and the like are not credible sources.  On the other hand, you can cite non-credible sources as examples rather than authorities.  You could say, for example, that the Paris Hilton case sent a ripple through the on-line community and cite a discussion board for samples of random comments. 

As I said, I don’t care what note format you follow—footnote or endnote, Harvard Bluebook or Chicago Manual of Style—but you must follow some established form and you must be consistent.  I have given one acceptable footnote form for articles above.  You should also be clear how to reference a book, a judicial opinion, a statute, legislative history and other legal and policy texts we will come across in the course.  Those of you who cited the Florida wiretap case got it wrong.  One person correctly cited a statute.  
If you would like to talk about any specific issues in your paper (or you have trouble reading my handwriting), please feel free to come by my office—with your paper—and I’d be happy to give more specific pointers.  In grading, I generally did not penalize for these “technical” violations, but in the future I will (indeed, I must!).  

Substantive Comments

On the substance of the assignment, needless to say, there was no right or wrong answer. I was really interested in getting to know you as a writer and a thinker, to see how you would engage with a new kind of text, and to look for early signs of what I called “active reading.”  

Here are a few observations, based both on common errors and what some of the best papers did right:

· Make sure you understand the basic facts.  Paris Hilton’s Sidekick (or perhaps T-Mobile’s server) was hacked, it wasn’t stolen.  And the wife in Florida did not use the transcript of her husband’s IM session in the divorce proceedings—the judge ordered her not to do so, in fact.  These were simple ones—later assignments will require keeping clear many more relevant details.
· More details you should not have missed:  the Executive Director of EPIC spells his name Marc Rotenberg, and the woman in Florida spells her name O’Brien.    It’s ChoicePoint, not Choicepoint, and it’s Yahoo!, not Yahoo and CNet, not Cnet.  In a paper about the abuse of personal information, a lot of you committed it.
· “Internet” should always be capitalized.  You can refer to the Web, the Net, cyberspace, or the Internet, but be consistent.
· From here on it, don’t ever refer to “the government.”  There is no such thing.  There are many many entities that have governmental power, including the U.S. government (or “the federal government”), state governments, the European Union, the City of Berkeley, the Federal Communications Commission, etc.  But saying, “The government needs to pass laws,” says nothing.

· Balanced Analysis.  Admittedly I only gave you three pieces of anecdotal data, but be careful about drawing sweeping conclusions from them.  No systems or procedures are foolproof, so that fact that these things happened in and of themselves proves very little about how good or bad the security practices of T-Mobile, Sidekick, or ChoicePoint actually are.  Perhaps these were isolated incidents, so exceptional that avoiding them would have cost billions of dollars in extra precautions, or would have been impossible to avoid.  If a PDA can’t be 100% secured (and it can’t), does that mean manufacturers should not be allowed to sell them?  That can’t be right.
Likewise, just because laws are sometimes broken by bad people, that does not mean the laws are insufficient or that the penalties for violations aren’t high enough.  If that were true, then all laws would be insufficient.  (And indeed, we would have no need for police, courts, jails, or other forms of enforcement.)  The question or whether a law of a policy or a system is strong enough is never an easy one to answer, and certainly can’t be answered definitively on the basis of a few data points.

· Who Pays?  Regulation has a cost, and whether it’s initially imposed on consumers or on businesses or taxpayers, the net effect on social wealth is the same.  If better privacy is worth spending more money to secure, that’s fine, but imposing that price on ChoicePoint, isn’t really different than imposing it on consumers or taxpayers, because ultimately the increased cost gets passed along.  Society has limited resources, so spending money on privacy means not spending it on something else.
· Institutional Choice.  If we do regulate, there are also institutional choices to consider.  Who would do a better job of establishing and enforcing network security standards, for example:  a new federal agency, a state-by-state choice, the courts (and therefore judges), a self-regulating industry association, or “the market”?  What to I mean by “better”?  I mean:  who will come the closest to achieving the policy goals of the regulation at the lowest cost (because the regulation itself has a cost, and again, we all pay it one way or the other).  

· The Fox and the Henhouse.  There is a particular concern about regulating information using traditional forms of government.  If you said the U.S. should closely monitor the collection and sale of personal data, think about the implications of that solution for a moment.  To do what you asked, federal agents would need broad access to the data itself.  Is that what you really want?  American history begins with a general fear of government invasions of personal liberties (see the Bill of Rights, e.g.) and in some sense letting the FTC or the FBI monitor ChoicePoint would be giving the fox the keys to the henhouse.  (Consider how various agencies have “interpreted” their duties under the USA Patriot Act.)  

So, is the choice between the “free market” and the “police state”?  Of course not.  There are many alternative forms of regulation, including many of the “non-traditional” ones (social norms, community action, “code”) we talked about in the first class.  My point here is to suggest thinking through what your propose—will it solve the problem or create a worse problem?  What other options are there?  What criteria should we use to choose among them?

· Complete Information Privacy.  Should we ban information collection by private or governmental entities, or change the default rules so that any data capture, copy, or viewing would first require explicit agreement from the person to whom the data refer?  Almost certainly such a regime would mean the end of any kind of deferred payment, including mortgages, credit cards, checks, loans—anything but cash, in fact.  Think too of the burden you are taking on yourself (beyond the added cost, which will be factored in, say, to the interest rate on credit)?  Do you believe most Americans capable of performing these tasks, let alone willing?

· Cost/Benefit Analysis.  Before proposing new or enhanced regulations, always consider the costs and benefits to see if what you propose will make matters better (higher benefits than costs) or worse (higher costs than benefits).  For example, let’s say that the controls at ChoicePoint and the incomplete security technology at T-Mobile lead to damage, which costs X (right now X is being paid by specific victims, but perhaps we’ll shift that cost to someone else—it’s still X.)  
A perfect or absolute set of controls is simply not possible, so the question is not whether or not there will be X but how much X can we live with?  If we want less X, then we need to spend some amount, say Y  (we means we—even if a law forces ChoicePoint to improve its controls, the cost is ultimately paid by everyone).  How much Y?  Enough to reduce X by half?  Would it make sense to spend a Y that is more than X, for example?  (Maybe, under certain economic assumptions.)  
So how much misuse we tolerate will be a function of what it costs to avoid it, but some misuse is still going to occur.  Right now the individuals whose data was misused bear the full cost of X, and another choice we can make is to shift it elsewhere—to mandatory insurance, to ChoicePoint (liability), to a fund for victims.  But those shifts also cost money to administer, and some are more expensive than others, so the choice is both about how much harm we are willing to tolerate (“activity level”) and which solution for the harm we are not willing to tolerate (X) works best (“efficiency”).  
In any transaction—whether an individual case or a collective problem address by regulation—you should always ask yourself whether the cost of the solution is worth the benefit, and whether the choice of solution is the one best-suited to the problem.  Of course the data we need to answer those questions is never complete.  That’s why economics is called the “dismal science.”

· Incentives that Don’t Require Regulation.  What incentives do ChoicePoint and T-Mobile already have to maintain information securely?  Even absent legal liability, some level of trust is required with their customers just to stay in business.  The higher the trust, in fact, the more they can charge.  Buyers of ChoicePoint’s data, for example, will be distressed to hear that the company doesn’t screen buyers, as this suggests a general sloppiness that might include the quality of the data itself.  And T-Mobile has many competitors.  If customers value security, this incident will factor into their decision of which service to use (of course, there are other features that will factor in as well—price, performance, etc.).  
Indeed, if these were the only security breaches ever to happen in the history of each company, we’d probably grade them pretty high on data security.  Since we don’t know how representative these incidents are, however, it is likely that (given all the media coverage, for one thing) buyers will overestimate the seriousness of the problems they reveal.  Companies know this, and may actually over-invest to avoid even small problems from occurring, especially if part of their value (and the price they charge) is to provide a “premium” service.  So it may turn out that, despite a few highly-public disasters, self-regulation may already be at a higher level than what we might enact into legislation.
� (Citation here).  Note that the note number goes after the punctuation mark and after the quotation mark.


� Some footnote formats require that you give the date on which you accessed an on-line source.  I find that to be overkill.
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