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INnCluding vvep prowsers.

Question 1: Should the chip be shipped with the ID
number visible as the default?

Question 2: Should the ID number exist at all?
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» Security
* |nconvenience

« Overall Implications to Users

— Network effect ahead
— Who benefits from the PSN feature?
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Introduction

» Configurable to be “on” or “off”

— Intel’'s PSN Control Utility (application level)
— System BIOS

» Readable by networks & applications
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computer upgrade, exchanges, etc...
* Privacy
— No legal protection for Internet privacy
— “permanent cookie"
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| ack of U

« Zero-Knowledge Systems

— Able to turn on the PSN without owner’s
knowledge
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Expert Opinion

operating system trapped the call and responded with a fake ID”.

Bruce Schneier
Crytographer
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account at an online
merchant could access
that account from
home, from the office,
or from a friend's home.

5/9/99 Group J - Intel Case




Jser Inconvenienc

« Computer sharing
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surfers more easily

other e-commerce companies by tracking the path of Web

— Information could be stored in databases, uniquely identified

by PSN

— Databases could be shared between companies or sold to

other companies
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» Wide adoption by companies in unfair
information practices & software developers
 Limited choices for consumers

— No access to web-sites/chat rooms without PSN
— Participate in e-commerce with privacy at risk
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Opposition

— Privacy International

* A complaint filed to FTC

* Numerous on-line protests agafnst the use of
PSN
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Overall Implications to Users

» Adds inconvenience for users in cases of computer
sharing, hardware upgrades, etc...

» Does not prevent chip theft or over-clocking

* De Facto standard forces software companies and e-
commerce sites to adopt the PSN feature
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Wrap-up sliae

Fact: It has been demonstrated that the ID number
is “hackable” and thus, insecure by definition.

Conclusion: Chip should be shipped with the ID
number in the “off” position.
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Wrap-up sliae

Fact: Privacy is a core American value . Security
should NOT be implemented at the expense of
user’s privacy.

Conclusion: PSN should NOT exist at all.
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for your attention
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HONESTY ON THE INTERNET
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