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TCP/IP Model

Application Layer

Transport Layer

Internet Layer

Network Access Layer

OSI Model

Application Layer
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» Standards development
 |[ETF, W3C

 |nstitutional structure
* |[CANN regime

* Topological arrange

* |nterior Gateway Protoc
IS-1S, RIP, OSPF, etc

« Exterior Gateway Protoec
BGP



YouTube
AS15169

AT&T
AS7132

?.,w

PHIL RUDE & C0. e §
Bintin iy 9,%4,; praphy | &
509 SANSOME STREET GAmrriELD H'M._.-". ;"‘%"

PEr

——To 5 MreeTAmy AE4

POSTAL DISTRICTS
SAN FRANCISCO, CALIFORNIA
UNITED STATES POST OFFCE

T

1
|
t
i
£

Hireon Ammex NORTH
Eincon Amsex SOUTH
Slatlos — E

Rincen Ammex WEST
Station —
Staibon —

Rineon Annex EAST snd
North Feack

Arailon — F
Seatl i

EROEREE Sowmamen

93

it

Bayview
Dty Clty and Colma
HBOX HOLDERS

BESET BT S4n FRANCRD FOFIAL GHPT.




YouTube
AS15169

AT&T
AS7132

"3 ~UC Berkeley
AS25

Routing Claims

|dentity Claims

Resource Claims
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NSFNET 1991

Backbone Infrastructure

MSF Connections at T3
Seattle, /

Palo Alto, Salt Lk City

“The good thing about this
days, all of us, we all had

Cambridge,
MA

Princeton,
Argf[‘”e’ Pitisburgh, N

Lincoln, College Pk,

ternet environment is, because in the early

very good relationship with each other, |
mean‘at that time the community was so small. So went to IETF

every 3 or 4 months, so we knew each other really well: Even though
later we all worked for different and became competitors, we still

had a good relationship.” T

MertMNSFMET Infarmation Services

- An NSFNET Network Administrator



everybody ftrusted everybc
were all hackers.”

“In the early days, | think, that was
probably modeled after the NSFNET
backbone where there was a group
of people operating the network, and
they were all the same, in some
sense were all in the same group.”

- Interviewees commenting on the lack of
security in inter-domain routing protocols
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“... to establish and maintain
databases and routing
services which may be used
by attached networks to
obtain routing information ...

... will provide for an unbiased
routing scheme which will be

available (but not mandatory)
for all attached networks.”

- 1993 NSF solicitation




“It gets really hard to know what is
legitimate”

et R

“If you're looking around the network, you see
a prefix being originated from a particular
ASN. How do you know that's really
legitimate?

Maybe the person who's at the border wants
to multi-home, maybe they have two different
transit providers, and each one likes to
advertise differently.

It gets really hard to know what is legitimate. If
you tie it into the AS path, people could spoof
an AS, they could put a different AS on there.
It's really hard to say what is real and what is
not.”

- An interviewee commenting on current uncertainties in g
inter-domain routing
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“You know, in the et
based on trust ... Pers:
I'm not going to leak ya
advertise something stupic
network that breaks you. It
trust.”

ly days it was all
1al trust, right.

- An interviewee recalling the early days of the
Internet, in the late 1990s

“There's lots of communication
through  backchannels, lots  of
unofficial communication. There's lots
of things that nobody can officially talk
about, but if we can all share
information about it, we can make the
Internet a better place.”

- An interviewee commenting on current
practices of coordination



/ ... openness is defined according to whether individuals are able \
to use a communication system to organize themselves in any way
they find adequate. My understanding of openness also implies the facilitation
of both production and distribution of information, as in true dialogues
where all participating parties are given equal possibilities.

The communication patterns are limited by the two initial questions:
“Who controls production?”, and “Who controls distribution?”
These questions do not address the different actors' underlying motivation,
in other words: which and whose interests benefit from different patterns?

\ - Hoem 2006 /
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